This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 



Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 



BLACK BORDERS 

TEXT CUT OFF AT TOP, BOTTOM OR SIDES 
FADED TEXT 
ILLEGIBLE TEXT 
SKEWED/SLANTED IMAGES 
COLORED PHOTOS 

BLACK OR VERY BLACK AND WHITE DARK PHOTOS 
GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



KOREAN PATENT ABSTRACT (ICR) 



PUBLICATION 



(51) IPC Code: H04L 5/31 

(11) Publication No.: P1999-0058287 (43) Publication Date: 15 July 1999 

(21) Application No. : 10-1997-0078379 (22) Application Date: 30 December 1997 

(71) Applicant: 

Daewoo Electronics Co., Ltd. 

541, Namdaemoonro-5-ga, Jung-gu, Seoul, Korea 



(72) Inventor: 

KIM, DEUK YEUN 

(54) Title of the Invention: 

Transmission Packet Transmission Method in Cable Modem 

Abstract: 

A cable modem-based communications network and a transmission packet filtering 
method in which only valid packets among a plurality of packets originating from customer 
devices connected via the Ethernet are transmitted through a cable modem are provided. 
When a message requesting a registration of an Internet protocol address is transmitted 
from a predetermined customer device dependent on a cable modem is transmitted, an entry 
with the structure of <CPE#, Ethernet Address, IP Address > is generated while a 
registration request message is transmitted from a cable model termination system (CMTS). 
When a corresponding request accept message is transmitted from the cable modem 
termination system, the entry regarding the predetermined customer device is stored in the 
cable modem. When a predetermined Ethernet packet is received, the cable modem 
detects an IP source address of the received Ethernet packet with reference to stored entry 
information and transmits the received Ethernet packet only when there is a detected IP 
source address. As a result, transmission of invalid packets through the cable network are 
prevented, thereby improving the reliability of the cable network. 
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^ioim eaoii sioiAi a^nH^ iagss 



e igg 3\\o\m oiset stiaoii ae 5HioiM e^oiiAH oicnyie mm eh^sch axiisxiss^a s££ii= hh 

am ^t^ inisiej- shioimm mm 2^0^ a^im^ ^ag^si his»:>i ?i» ^ioick e g^goii a>g ^lots syyoii #^sch & 

^§21 ^Hr^MCH SXIISXIS^Ei filEIS! Oj^Bil^: S^Sfe Dil A| X\D[ ^#£12, <CPE#, Ethernet Address, IP Address> 

^££j oitea| ff ah^s^AH 5HI0IM2g EHDIUI0|£ A| ^^(CMTS)o^ e^fi 1 ? OilAIXIM $S8tI2, 3011 CUM£Jrr o\^d\\MX\D[ 5HI 01 S 2 
gl EiOIUIOI^ AH^Ij°^¥Ei ^§32, 5HI0|M2^^ ^3 Hi 5H^£CH SMSM Oil CH*!: eU^EIM HSeCK HBJIQ ^S^l 01 CHS EH3J0I 2J 

^ . 5hioim es^ ei:»a oich^ nnejsi ip^ chh^i^m sto, xi§@ ey^ai §sh ssmoi ip^ cn^eii^^h 
^XHSfe g^oiie* oi^hs ±^s\ oicnyi nH^e ss»fe e^im s»»oi ^isa. caeuH $*ashxi &e hh^ioi 3ioiagrs ean a^s^ 
51 MS Oil gJXimOt 9ilOIMS2| <m^i^m ^gj ^ sip-. 

CflfiS 

£4 •' 
a Aii ah 

Sr. 21 21 Zl Ef & S 

£ is 9iioiM2^e otse mti&z* jh^2j siEom, 

£ 2^ £ 1011 £Aia CMj& CMTSM S» QIOIEI a^EOIH, 

£ 3^ S & SOil life S Oil &OUH ei EH ^ CHHEil^ S^jttSOil Pith mM^OIH, 

£ 41= S ^SOil CTiE 8*3 011 &OUH 01 CH^ HH^g «HS»te HfSOil CHS SBEOIO. 

100:^^(Back-bone) U1M9I3 110:CMTS 
120:9flO|ggJ- CM1 , CM2:^ilO|M2S 1. 2 

CPE 1-CPE n:5H^SOi SM S»1~n 

»3 2| SfAIHB ft S 

aaoi ^6i^ ss n soi: si een^i^ * 

B 3HIOIMSS0II oiCHAH S^HH^l HEiil&SOII 3ff 3i°£/H. ^81, e!EI2! HSS§(lnternet Protocol. 01 B\ \PE}H 2fS) CH££il^S 

Olgmoi 51^MDi 3 XII S XI (Customer Premises Equipment, 01 CPEdhll ^^)^¥Ei WZim ?II0IM2^M e^H 2 

^£J£^ HEHiim^ Oil ^OICK 

my^o^ oi s es8 ^i^sj egoi ^sf^jg mm chioiehm ^^6iSf 4= ^sai sj-sh ^iois ^aiibisoi oigs^ m.^5hioim 
oil ^isoi eiEnyiiif s^oi Ji^m^m 52^, ^xh 30Mbps£j xi^am aia. oi an ^ 3\\o\ms.^m o\gm wti^s £ ioii 
£ais dha ^oi ^^aa. 
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m. aioiMess o\mm mti^B eia^oii ^oi& egg ui^booo), mH?4aooo)2h ^ioim sd20)^oii eh^^i^oi n>&m^m £ 

22J CMTStCable Modem Termination System) ^ CHI £AI9 dh2h QIOIEIB 2£8h£!| 5HI0iMeS HOIUIOIG A|±8( 

Ol ah CMTSam s, k »)(110). ^lOIMOil ^ B^£ICH £ 221 CM(Cable Modem) ±^0\\ £A|9 dh2h 3I0IEIM £^81 SE^ 7£J9 

5HIOIM 2SM(Oim CMOIEf Sf&)(CM 1. 2)S ^P^@ ^10IS^(120), 9||OIBe@l(CM1 > Oil B^SICH 5H^SOH HMS*I»(CPE 1~n). 9|| 
OIM S^(CM2)0il B^SJCH 2ib 3i^£CH SHI§XlM(CPE 1~n)£ 

01 ^ 1*01 & EH CHI AH ^I^CHIfe 6hU2| CPESVEI ©H&£J^ 311 01 M S^(CM)^ 5HI0IM* ^511 CMTS(110m 

CMTS(110)fe nH^!2| 4^ CH£3I^(IP CHHai^)g Eh^H E1I0IMM BEL a^ls^l @Ch Ol ffH, IPCHEfll 

A^6MI EIB. §TS@ ei^ij §21 AfgSMI £101 HH^SS^ HICHS 2^£JXI &0F B\\0\m& HI XH eh A| ^| 341 @Ch. 01^1 AH »5gS I 
PCHH£II±^ ^ U|eo| B ( 100 )oj S8 /Hdl^g HIS^M 4 s 2ife CPE^¥Ei tfgS HH^OII ^Bj 2lfc IP0H£5II^M 2|0ieCh 

^SOI 0!¥HXF 8htr :>ls3 HhXHI 

s ^gg i§§ owttmn ^mo\ ^^ah, no\m egoun «se \po\^z\\±m at hh^b 3ioiMe msh a$sr 4= 2i£ 
m s^ei^ nnejM aEisa^i shioim egjoii 2101 ah 2^nn^ heui&ss his 8^ qi zi ^^01 sich. 

gj\ = g-^SPI ^6} 01 S gJgOII rj>E 3I0IM egjOil 2ACH AH ££HH^ iiEiij^SB, 3CH£ UH 0I&2I 5H±SCH SHI £Txl(CPE)2h 01 
CH^M §SH 3II0IM Sg(CM)iS 0I¥CH2! BEi^oih 3H0ia&j»S| HH^S^OI ^h^5h£^ aiOIMM 3£l » 2S£i 

8H=r 5HI0iM2£l EHOIUIOI^AI^gS ^dlB e<^i SrOil &CHAH, ^|OIM 2^8 sJIsh^, e^SJCH Sl= ^§2J 9i^SCH 2HISxl^¥ 

E-l ojEi^! H^MP(IP) CHEail^ e^S? DilAIXPh S^£J2, <CPE#, Ethernet Address, IP Address>^^2] 2±^.Z\m ^^oFSAH e^fi 1 ? 

oiiAixis 3iioiMe^ eh ai moid Ai^iyo^ &£f>t±= b^i; ^^a^ diiaixi ^^oii cHgsib §^ji^ ^ioim eg aoimoid ai^^o^ 

¥EH ^i£JS, ±m°\ B\\0\m S c ^J8 S^Q^CHI AIXICHI ^£1 21^ eiEH ^ H^SM(IP) CHEBil^M ^#5h01 ei!^EI^J IP AddressS^ 

Oil XH^-I ^§31 3i^^CH SXIISxIOII CHti- n gli CHHai^ &^6h^ Eh^l; ^§H| ^lOIMe^^ S^B^ll ^ ^ h ^t l^^S^ 

^ig S6H 5h^soh smsxieoii eii^EiM EiioiMshmoi x-isshfe oi c-i ^ hh^oi ei^raa, ^ioim ess ei 

01 CH ^ HH^IOII OICH^l 5^11 CHH^i^M S#5^ E^l: S^E.^1 OIIAI OICH^l CHEai^^h Ell 01^ 

Oil ^XH5^ Xlfi ^1361-b ^IB^^h, Ell 01 M Oil ^XHsfe S¥0||°h 0! CH ^ EHeiM 5HI0IM EH 01 Ul Old A|^^°^ 2^5^ 

tdl-OIOj Z~l AH □) 

e o — i f CD 35: —n o 

01 irSahOj ^ OH! OhE dUr^l^ ^AIOIIM ^AilSh^ll ^Soh^lS ^Ch. 

£ 3B S i^OII df^ Oil 21 CM AH IPCHHBil^S ^101 S 2^011 H^6fe UrSOII °M£0IH, £ 4^ S ^§011 □>» ^^011 £[CHAH 01 

ch^ hh^s iEinaib nhsoii o\m mm^o\Q. 

e ioii £ao 9iioiM e^e oig^ ed^sj JH^ei s^mcx £ 3 a £ 4011 eai^ ^ahis^i ^sapi 

S tlEK 

^I0IM2S(CM1)^ XII 301 2^1011 AH ^J\m^ ^, HI 302 &5IIS ^l^SJCH OICH^M mm ^§ °J 3i±^D\ m HIS XI (CPE, oi m 

CPE 21 II ^ fc i^¥E-|2j DHCP(Dynamic Host Configuration Protocol) fl^(OI8h DHCP. Request)0ll □& CH^I^EHM ^XI^QK ^§°J CPE 
DHCP. Request^f 4=d£J^, 5HI0IM 2£HCM1)S M 203 B^IIS USH M 204 B^ll^ SlSSa. »l 204 B3I01IAH 911 01 M eS(CM1)^ 
DHCP. Requests IP OiHfill^: mmm Q.=?z± S^OII, <CPE#, Ethernet Address, IP Address> I ?3&°J 6hU2| 2!i^2l (Entry) S £J£! 
5F^AH. 4=d£i DHCP. Requests 5HI0IMM e6H CMTS(1 10)^ ^#^EK 2U^E| ^^A| CPE#^ DHCP. RequestCHIAIXIM £wm CPE5J ID 
OlCh. Ethernet Address^ CM1^ e^SCH Slfe CPE1-nM BSS OICHy! IDSAI, Eh ^(Configuration File)* ^o^AH AHI H S 4- 2^ 
Ch. 3e.lB IPOHE^I^b S^B ^EHOICK 0|£|- 2H^£IM ^, ^lOIS e^j(CM1)B XII 205 B^l^ 2iy£IO| DHCP. Respo 

nse ^dOII am CH^I^EHS ^XI^EK 

CMTS{1 10)^¥E1 IPCHHeil^ H^S^M DHCP. Response^^ ^d£JB, M 206 B^ll* mm M 207 E+^IIS ^1H£|0I HI 204 B3I0II 

AH eUMEl Oil IPCH£6II^M XH^H §!: CPEOil EH m IPCHHBII^ I^^Si iS^a. Ol £EH, IP CHeail^^ oHS CPES¥Ei DHC 

PCHIA|X|M¥Ei ^iEt CHeeil^^h 0|2f MsH 5IIOIMSgj(CM1 )S e^£ICH CPEMU ^lOIM^M mm Ul^?-]3(1 

00)21 S^OI J^e! CPEMCHl CH XHI 204 B^IIOIIAH 751 i^^ eii^EIM ^^6h01 Al ?j EK 9||0|g e^(CM1)S 0| 2h ^01 

E! ^ eO^EIMM EII0IMSf6f0l S^^CK 

^^ei til ^oi ^ 9ii oi m e^^(CM)^ oicH^e mm n^tioi ?x$= cpemoii a\m ipoi^Bii^^h ^ehoiiai, ^§21 cpe(cped^¥ 
ei oicH^ie mm nneioi ^ssjb, ^ioim ea'(CMi)^ ee 40ii eais u r £h ^01 ah^ioii eh^ ai¥S searoi s^si^ nneioii o\m 
BHaxnaa ^ek 

^, 9ilOIM2^(CM1)S HI 401 B^IIOIIAH Ol CH ^ii HH3J01I CHB CH^I^EHB ^Xl 6rH SACh^h ^§H| 01 Qi yi nH^OI ^<M£|£ t M 40 2 B^IM SSH 
HI 403 B3I^ 2!^£I0H H^HI IPSIICHOII ^^£ICH IP ±± OHE^I^S S^EhCk 

3EI2 HI 404 B^l^ &*h 3 cH IP ±± 0\^tt\±J\ Ell 01 M Oil ^XHShfe XI M HIB^Ef. HI3^3h, ^XHsfe S¥0ll^ 6HS AH^OI 

§[ BB^OI HI 405 B3IS 2!fS£ICH B^fE 0|EH^! HH^!M ^lOIMM CMTS(110)^ 2^8H2 dlSSCh. 

DE^U HI 404 B51I2I Xil3^^, 8HS EIIOIMUIOII IP ±± CHH£ll^^r ^ HI oh XI S^OII^ HI 406 B^ll^ &^aCH OICH^l 

UH5J* HPIAI9II2 £li!©Ch. 

fe}g§! £ 42J 12H^!B?IS £m 4=fSSCK 32112 01 Ei^ ^SOI 3\\0\ M2^(CM)0|| A| 0|¥CHXIH^ £ 2011 £A|9 CM^^OIIAH 

^iHICH^e b£|§ (Transparent Bridging)5f§^ Bl^iaH. EH^l IP SAh3h§0| 4fgJ@Ch. 

^ssi mm- 
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01 & Oil AH Um »0I S ggg 5HI0IM 2gJS OlgEh S£ISO|| &CH AH 9i|OIM2g)01|/d AFSOil e^eh IPOilESII^M S£©K)I tt£g@ 01 
CH^ HH^Oil CHe* $*Sg 01¥M 3§6K)1 3I0IMM !§6H $?S6UI Sfr£ flH3L!0| 3I0IM98 mm 2££Ji=r 

(57) %=?9\ S¥l 
§^t> h 1. 

uHejs^oi Ji^m^m e^g 91 01 mm ^ is^a^ 5HioiMeg Eioiuioi^Ai^iye ^oi^ e^^oii ?xo\m, 

±^2\ 3\\o\m she g^sioi 21 fe ^§21 bh^sch s*ii§xis¥Ei 21 h^mm(ip) oi^ai^ e^fi^ chiaixi^ 2^3^, < 

CPE#. Ethernet Address, IP Address>^52J °t!^aiM ^£6^AH &J\ mmO.^ 011AIXIM 911 01 M 2 S EH 01 Ul 01 d! Al^^o^ 2^5^ 

&j\ mmo.^ chi ai xi ^eoii cn^a- m&td&n &d\ ^hioim e§ Eioimoi^ ai^h^^ei ^asa, ±^s\ no\m £18 ^.oi § 

^Q^OIIAI XI Oil £>0| eiEHy! H^SM(IP) CH^ai^g ^SSKM 2!!^£I2I IP Addressg^OII *H?-I #21 5H^MCH 

2 in & xi oil cut* eiEH^i oiebh^ mmm b^i; 

^loiMe^j^ ^oi e^e^i ^ &d\ wm&£&y\m mm bh^sch sxiisxisoii chs eu^ bi s aioiM^afoi n 

SS^ E!-^|; 

oicna iih^oi ei^sia. 3iioi a egg a^s oich^i hh ej chi 6! a fcfe oicnyi che^i^m zmmtz bm: 

g*ct}||0||/H S§& OICH^ H^l ±± CHEeil^r 6PI Ell 01 g Oil £XH6rl= XI g 1351^ Eh 31: 

^oi ainaa. eiioimqii e jh si-fe s^oiiei- 6n?i ei^hs oieh^ m^m &d\ no\m aoimoia ai^h^^ B3IS z&m 

01 ztm ^S2? »fe no\m saoii &ouh ^^eh^ ueisatgi. 
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/ DHCP. Request \^ 

K ELil J 
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<CPE#, Ethernet Address, 

IP Address>^5i£l 
Sl'ESI DHCP.Requestg^ 
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/* DHCP. RequestA^ 

V ELil ) 
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IP AddressgexHS 
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